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Abstract In the Virtual Organization (VO) Management area the main challenge
has been to develop policies and models for govemance and lif¢cycle management
of a business-to-business (B2B) collaboration. This work included research and de-
velopment in the areas of federated identity management and semantics in addition
to VO, business registries and B2B collaboration managements. The main results
produced in the VO Management area include capabilities, pattems and software
solutions to simplify governance and lifecyclc management of B2B collaborations
(VOs), and to manage applications distributed over several federated network hosts
(e.g. CIoud Computing platforms).

3.1 Introduction

The activities of the VO Management area have led to the identification of Techni-
cal Requirements, Common Capabilities, Design Pattems and Software components
to address the issues of governance and lifecycle management of a VO, including
aspects of security and semantics in a VO.

The main challenges addressed by this area are the creation and management of a
secure federated business environment among autonomous administrative domains,
the separation of concerns between provision and management of application ser-
vices and operational management of the VO infrastructure (e.g. separating the co-
ordination of application execution from Resource monitoring), and the automatic
discovery of available resources or services which meet a given set of functional
requirements inside a VO or among different VOs.

The three key capabilities developed in this area are: (i) VO Set-up [14], this
is a capability that facilitates business partner identification, and the creation and
life-cycle management of a circle of trust among business partners. A competi-
tive differentiator is that trust is aligned to consumedprovider relationships: hence
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supporling the evolution of cirele of trust to a trust network that reflecls supply
relationships; (ii) Application Virtualization [15], this is a composite capability
that enables managing the deployment, distribution and configuration of capabili-
ties and resources requircd for offering a service that is distribut¢d over multiple
hosts/cloud platforms. It offers a unifying layer for managing identity, secure service
integration, SLA fulfilment and performance monitoring across multiple platforms;
(iii) Automated Resource Discovery [ 161, a capability that improves the process of
resouree and service discovery in a VO by adopting semantic models and technolo-
gies.

The former two of these capabilities have been validated in a project case study
demonstrating a network-centric distributed platform for scalable, collaborative on-
line gaming [2]. The concept of a Virtual Hosting Environment that underpins this
Business Experiment is an innovation that is transferable across vertical market
sectors and appears to offer a generic solution for distributing services and re-
sources in multiple CIoud Computing platforms depending on SLA rcquirements
and offering value add by strengthening security, identity management, perfor-
mance monitoring and accounting. The latter of these capabilities (automated re-
source discovery) has been validated in another case study focusing or sharing
anti-fraud data fro roaming users within an international Group of mobile opera-
tors [51.

The rest of the chapter is devoted to introduce the main challenges of the Virtual
Organization Management area, a seleetion of the most relevant eommon techni-
cal requirements, a set of common capabilities, design patterns and software com-
ponents, a sample scenario showing how components interact together and how
they can be collectively adopted to address a common business issue, and lastly
the lessons learnt during our analysis of the case studies and some good practices
identified.

The chapter is eoncluded with some eonsiderations on the business adoption of
the developed components.

3.2 The Main Challenges

Within the VO thematic area we have firstly tried to fix terminology and concepts.
During the analysis we have taken common VO concepts from ECOLEAD [7] and
TrustCoM [25] into account, in recognition of the fact that substantial basic research
has already been done in the area and also that basic research on VO models and
foundations is outside of the scope of the project.

Nonetheless, we think it is worth mentioning the approach for VO creation that
we have selected according to the analysis of the business experiments.I In [61,
some approaches investigated in R&D to create a VO are presented and described.

i Many case studies analyzed rely upon the service concept and WS-* family of specifications.



.3 Managcmcnt of Virlual Organizalions 5 I

Enterpdses (Indirectly) ~ U D D I ?

represented by the /  I  ~  I 1 - ~ - - I I  \ Indirect selection of
servlces they offer

I  ~ - - - - ~ - ' 1 ~  I partner,
~ - ] ] [unles, part of discovery

\  t l ~ ~ q . . ~ l / param«ters]

SOAP ?

FIg. 3.1 Service Federation approach for VO

Among those, for our purpose, we are close to the so-called Servite Market based
or Servicefederation approach.

According to this approach the potential collaborative behaviour of each com-
pany is "materialized" by a set of services, and members of the VO are considered
as Service Providers. The approach assumes the existence of one entity that keeps a
catalogue of services where service provider companies publish their service offer-
ings. To interact with each other, companies use standard protocols and technolo-
gies for service description, communication and data formats. Indeed, this is the
approach in which the SOA, and particularly Grid based SOA like the Open Grid
Services Architecture (OGSA) [91, represents a major trend in developing systems
based on services.

Figure 3.1, from [6], depicts the situation.
With respect to the VO creation and management, the main problems addressed

by the VOM area relate to mechanisms for federating services/resources belonging
to different Service/Host Providers and facilitating the access and management to
the federated services/hosts, Oh mechanisms allowing application and services de-
ployment, and on mechanisms to manage the polieies inside the federated group
taking into account the policies of each Service/Host Provider that owns the ser-
vice/resource.

Security for VO aims to improve the above mentioned mechanisms by exploiting
models, standards, and specifications for secure federation. It will also take into
account policies for access control and authorization mechanisms. These studies
have been done in cooperation with the Security Area of the BEinGRID project.

Semantics for VO, finally, is focused Oh semantic annotation of services/resources
and automatic services/resources discovery.
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3.3 Technical Requirements
In the following sub-sections, the most relevant common technical requirements
elicited from the case studies analysed are presented and described. For each one of
the requirements, technical novelty2 and business impact3 are presented.

Before describing the selected requirements, it is worth summarising the lessons
learnt during the elicitation activity. What clearly appears is that business communi-
ties are more interested in simplifying the management of heterogeneous resources
in a federated business environment than in the dynamicity of the life-cycle of VOs.
In particular, the business experiments analysed present common requirements re-
lated to accessing and managing, in a simple and secure way, heterogeneous dis-
tributed resources shared among the organisations participating in a collaboration.
The experiments also present issues relating to resource discovery and applica-
tion/service deployment.

Another key problem that emerges from the analysis is the dematerialisation of
the ICT infrastructure underpinning VOs: application and ICT resource providers
want to reduce or outsource the overhead of managing the distributed Service Ori-
ented Infrastructure that underpins their Business-to-Business collaborations. It is
worth mentioning that we identified business experiments--within the BEinGRID
project--that present approaches with high innovation potential to address these is-
sues.4

3.3.1 Secure Federation

This requirement is about the creation of a secure federated business environment
among autonomous administrative domains.

The main challenges which secure federations encounter relate to the trust es-
tablishment and secure credentials distribution across multiple domains. In partie-
ular, the challenges identified relate to common federated identity issuing mech-
anisms, common cross organisational trust establishment mechanisms (which need
to be independent of the partner-specific authentication/authorisation inside the trust
realm), recognisable set of credentials, eonfigurable solutions to support federation-
related interactions.

The challenges behind this requirement are currently not addressed by traditional
solutions, although research effort has been undertaken in R&D projects like Trust-
CoM 1251, NextGrid [ 191, and BREIN [ 1 I. The business value of this requirement is
very relevant for business scenarios in which actors need to establish Business-to-
Business trusted relationships.

2Technical novelty indicates how challenging and otherwise unavailable a solution addressing the
requirement can be.
3Business impa¢t indicates il there is a concrete business case behind the requirement.
41t is the case. for example, of the implementation of a Virtual Hosting Envimnment for on-line
gaming application provision. See http://www.beingrid.eu/be9.html.
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3.3.2 Separat ion of  lnf rastructure Management Capabi l i t ies
from Appl icat ion Specific Ones

This requirement is related to the ~paration of concems between the provision and
management of application services (e.g. coordinating application execution, SLA
monitoring) and the management of the VO infrastructure (e.g. Resource monitor-
ing, Accounting modules0 Service registry).

This requirement covers a problem faced by Application Service Providers
(ASPs) that are currently responsible for managing the infrastructure and the fed-
erated hosting/execution environments, in the context of the VO life-cycle, this re-
quirement essentially covers the set-up of the infrastructure of a VO. During the
VO operational phase, common capabilities that address this requirement allow VO
members to focus on managing the application level while outsourcing the admin-
istration of the underlying Service Oriented Infrastructure.

The challenges behind this requirement need an innovative solution that allows
the exposure of applications in a simple, secure and manageable way without being
involved in the management of the enabling infrastructure.

In terms of business impact, the requirement allows for mitigation of risks, in-
creased flexibility (separation of responsibilities), and potential cost reduction or
strategic advantage as it enables the outsourcing of infrastructure, and also handles
overflow capacity and disaster recovery.

3.3.3 Automatic Resource and Service Discovery

This requirement addresses the need to discover inside a VO or among different
VOs available resources/services which meet a given set of functional and/or non-
functional requirements.

The challenge is to identify those services and service providers which can meet
the requirements and which can reliably provide the required service, and subse-
quently to make a selection based upon considerations such as performance, relia-
bility, trust, cost and quality of service.

3.4 Common Capabilities

In this section, the most relevant common capabilities are presented and described.
The capabilities address recurring problems of the case studies analysed. For each
capability, we describe the problem addressed, present a high-level design pattern
and a sample implementation of the capability.

It is worth mentioning that during out analysis, the goal has been to abstract as
much as possible the specific solutions implemented in the case studies analyzed in
order lO identify common capabilities that can also be reused in other contexts.

Table 3.1 summarizes the relationship between the selected technical require-
ments, the selected common capabilities and the software components.
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Table 3.! Sc]¢¢tcd tcchnical rcquircmcnts, capabiliti¢s and ¢omponcnts

N. Capuano et al.

Common technical Common capabilities Soflwarc componcnts
requirements

Secure federation VO Set-up VO Set-up

Separation of in frastructure Creation of instances in Application
management capabilities service oriented distribulcd Virtualization
from application spccific infraslructures
ones Application Virtualization

Automatic Resourc¢l Automatic Rcsource/ Autornatic R¢sourc¢
Service Discovery Service Di~ovcry Di~overy

This capability addresses some recurring problems during the VO lifecycle, mainly
in the identification and formation phases, such as partner identification, creation
and management of a circle of trust among partners.

This capability is useful in typical cross-enterprise collaborative scenarios wbere
participants (users, services, resources) have to be identified. A demand for includ-
ing new participants can appear during the collaboration lifetime, and the existing
participants may be dropped.

At the same rime, the security of the collaboration needs to be maintained: mem-
bers of a collaboration must be able to identify one anotber, identify messages as
coming from other members of the federation, and identify the truth of claims made
by other parties in the federation.

3.4.1.1 High Level Design

Figure 3.2 presents a pattern to solve the problem addressed by this capability.
The VO Set Up acts as a faqade and interacts with two components: a Registry

component allowing to identify potential partners of a VO and with a Federation
component that is responsible for starting the creation of a circle of trust among
participants.

3.4.1.2 Sample lmplementation

A sample implementation of this capability is provided by the BEinGRID VO Set
Up component [14].

The VO Set Up is a web service providing functionalit ies to supporl the VO
lifecycle phases, and in particular the ldentification and Formation phases wbere
members of the VO have to be identified and a circle of trust among them has to
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Fig. 3.3 High level architecture of the VO Set Up component

be created. The component allows the management of VO-related registries and the
management of secure federation lifecycle.

A high level architecture of this component is shown in the next picture where,
for completeness, are also shown the functionalities of the component divided per
VO lifecycle phases. The picture shows also a possible deployment of the building
blocks of the component. Ii is worth noting that to allow the secure federation life-
cycle management, the VO Set Up interacts (via the federation manager building
block) with the Security Token Servic¢ component [17] developed in BEinGRID.
In the picture, the FM (Fed Manager) interface is a programmatic interface allowing
to decouple the VO Set Up component from the specific SOI-STS implementation.
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Each partner of a VO needs a Security Token Service (SOI-STS, which acts as
an identity broker as well as a cirele-of-trust enabler) and, Oh one partner site, the
VO Set Up and its building blocks should be deployed.

This component combines VO registries and federation management in a single
solution.

VO registries are built on top of UDDI standard [20] and allow the publication,
discovery, and update of VO members and services. The secure federation model
implemented is borrowed from the TrustCoM results [251. The model is creden-
tial and policy-based and allows for establishment of asymmetric and binary trust
relationships. The TrustCoM model has been improved and implememed, and inte-
gration with UDDI has been achieved to enable an enhanced identification phase.

The VO Set Up implements also a basie model to evaluate the risk associated with
a collaboration. In its current implementation, the risk is estimated by evaluating a
weighted mean of "reliability" values associated to each provider in a collaboration.
The "reliability" is a metadata (implemented using the tModel structure of the UDDI
standard) associaLed to each provider in a collaboration. The value associated to the
reliability is given via feedbacks by other entities collaborating with the Provider in
the past.

Il is worth mentioning that the benefits of adopting the VO Set Up component
is that it acts 'as a glue' among different capabilities that are required in the VO
identification & formation phase. Without the adoption of this component, providers
willing to trigger or participate in a VO would need to deploy and manage different
components such as, for example, business registry, a service instance registry, and
an Identity Management solmion.

The VO Set Up component has been evaluated in the context of a concrete case
study: the Virtual Hosting Environment for Distributed Online Gaming [21. The val-
idation of the component inside a concrete expedment has allowed us to prove the
usefulness of its functionalities for VO identification and formation, the usefulness
of UDDI (and the tModels defined to customise UDDI information model) as reg-
istry for VO members and VO service instances, and the process to create the circle
of trust. Moreover, the experiment allowed to verify that VO registries and the fed-
eration manager could be centrally managed and configured in a coherent way via
the VO Set Up componem. More information Oh the VO Set Up evaluation can be
found in Il01.

3.4.2 Creation of lnstances in Service Oriented Distributed

lnfrastructures

This capability addresses the reeurring problems of serviee identification & creation
for running and managing applications on a distributed set of resources or endpoints
belonging to a Service-Oriented Infrastructure (SOl).

A common case foresees an Application Service Provider (ASP) that has to pro-
vide application capabilities to a client on the basis of an agreed contract. The ASP
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is a member of a VO and is aware that it can provide the application capabilities but
it does not know where the application capabilities are actually deployed. It is also
unaware of the status of the heterogeneous resources of the VO. For this purpose, the
ASP delegates the selection of suitable hosting environments and the instantiation
of the concrete services offering the required application capabilities.

3.4.2.1 High Level Design

The next picture presents a pattern to solve this problem. The client (e.g. the Appli-
cation Service Provider) asks the Matchmaker for the selection of the most suitable
environment. The Matchmaker performs matchmaking Oh the basis of application
requirements and profiles of the endpoints and returns a list of suitable hosting en-
vironments. Next, the client asks for the creation of manageable service instances
by invoking a high level factory, namely the Virtual Hosting Environment (VHE)
factory.

The VHE factory delegates the creation of a manageable service instance to a
concrete factory which, in turn, creates instances of the Management Services and
of the Application Service. The endpoint references of the created instances are
returned to the client.

This pattern allows the on-the-fly discovery of endpoints on which application
requirements can be guaranteed and creates service instances Oh those endpoints. It
also allows the abstraction from the specific application creation details of a partic-
ular environment. Another advantage is to decouple the application-specific Iogic
from the management ones. To add a new family of services, the VHE factory inter-
face has to be modified.

This pattern basically combines to the GoF Fa~:ade, Abstract Factory and Ob-
server [ 11 ] design patterns. This pattern is also similar to the Broker Service Pattern
presented in 1211.

It is appropriate to apply this pattern when:

The requestor does not know what are the suitable hosting environments where it
is possible to create the instances;
The environment within which the application operates is very dynamic, and re-
sources are likely to register and de-register often;
There is the need to be independent from the specific details of the creation of the
family of services' instances.

3.4.2.2 Sample Implementatlon

Following the pattern aforementioned, the capability described in this section has
been implemented in the Application Virtualization component [151.
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3.4.3 Application Vìrtualization

This capability addresses the problem of integration and exposure of application
services through a single access point (e.g. a Gateway) that is configured to manage
the execution of the exposed capabilities and forward requests to them.

The capability allows an easy management of the application, taking into account
policies and contracts, reducing the overhead of ASP/SP in managing the enab]ing
infrastructure.

A common case of adoption of this capability relates to the need of exposing
application capabilities (for direct usage or for composition) as network-hosted ser-
vices in order to avoid direct and unmanaged access of VO resourees by VO mem-
bers.

3.4.3.1 High Level Design

Figure 3.5 graphically shows a pattem to address this problem.
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In the picture there are notes indicating that some components relate to other
BEinGRID technical areas. This means that, for instance, the Policy & Rules com-
ponent can be designed and implemented according to the patterns proposed by the
General Security area and the Runtime Monitoring component can be designed and
implemented according to the SLA evaluation pattern proposed by the Service Level
Agreement area. Interested readers can refer to the respective chapters of this book.

The Application Virtualization component follows the GoF Fa~:ade pattern and
is responsible for invoking the other classes of the system in order to execute the
virtualization process that consists of the following steps:

Map the real endpoint reference of the application service instance into a virtual
endpoint reference;
Set the policies that govem who can access the application service instance and
under what conditions;
Provide the endpoint reference of the management services to a run-time monitor
that is in charge of monitoring the execution (e.g. monitoring the SLA);
Publish the virtual endpoint reference in a registry allowing other organisa-
tions/clients to discover the application service instance.
The Application Virtualization, the Runtime Monitor and the Management Ser-

vice can iterate the GoF Observer pattern. Management Service Instances notify the
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Runtime monitor with the updates of some parameters and the Runtime Monitor can
notify violation to the Application Virtualization.

If the Application Virtualization component is also the Gateway, when a request
for accessing a service arrives, the Application Virtualization can operate accord-
ing the GoF Chain of Responsibility pattern and pass the request along a chain of
handlers.

It is appropriate to apply this pattern when there is the need to:

Decouple service access Iogic from the rest of the application
Hide the complexities of accessing a service
Have a single point providing common management
Avoid dircct access to resources.

3.4.3,2 Sample Implementation

The Application Virtualization component is a web service providing functionalities
to create business capabilities requircd for the operational phase of the VO and
configure infrastructural services for securc message exchange within the VO and
monitoring & evaluation of the SLAs.

A high-lerci architecturc of this component is shown in Fig. 3.6. It is possible to
observe that the Policy & Rules component of Fig. 3.6 has been implemented via the
triplet Secure Messaging Gateway (SOI-SMG), Authorization Service (SOI-AuthZ-
PDP) and Security Token Service (SOI-STS) components of the General Security
area while the Runtime Monitor of Fig. 3.6 has been implemented via the SLA mon-
itoring and cvaluation component of the SLA arca. The Automatic Resource/servicc
discovery componcnt, instcad, is prcsented in the following section of this chaptcr.

The component can be used in the VO Crcation and Dissolution phases. In terms
of functionalities, in fact, it allows to execute two processes.

The first one, namely the Virtualization process, consist of the following steps:

(i) Crcation of services instances (business and management) Oh the selected
hosts,

(i i) Mapping of real endpoint reference to virtual one,

FIg. 3.6 High level architecture of the Application Virtualization component
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Ori) Configuration of management services (SOI-SMG, SOI-AuthZ-PDP, SOI-STS
and SLA evaluator), and

(iv) Publication of the virtual endpoint reference of the service instance into a VO
Service lnstance Registry. This process is executed at the end of the VO cre-
ation phase when partn¢rs that have promised to offer a service or an applica-
tion in a VO need to configure their environment in order to allow s¢cure and
manageable access to that particular service instance.

The second process, namely the Graceful Shutdown, cleans up and destroys the
configuration of management scrvices, and destroys business service instances. The
process consists of the following steps:

(i) Remore the service instance entries from VO Service Instance Registry,
(ii) Clean up the management services,

(i i i) Clean up the Gateway (e.g. rcmove its internal mapping bctween virtual and
real endpoint referenc¢s), and

(iv) Destroy the business & management service instances.

3 . 4 . 4  A u t o m a t i c  R e s o u r c e / S e r v i c e  D i s c o v e r y

This capability addresses the recurring problem of resource and service discovery
inside a VO based on a given set of functional requirements the resources need to
fulfil l .

The capability improves the traditional process of resouree and service discovery
with the adoption of semantic models and technologies.

The problem is common in several business experiments analysed for which, for
instanee, the ~heduling and deployment of applications depend upon a number of
different kinds of information, such as current workload, current application deploy-
ment, current network topology and so on.

3.4.4.1 High Level Design

Figure 3.7 shows a pattern to address this problem.
The basic idea behind the above presented design is to provide an interface to

different information resources such as workload monitors, network configuration,
and current application deployment information.

The participants are:

Resour«e Discovery: intefface to the subsystem. It delegates client requests to
appropriate subsystem objects.
Run í~me monitor: A proxy for components such as Ganglia [121 and Hawk-
eye [18] that collect workload information from endpoints.
Deployment: an intefface to a database storing information about current applica-
tions deployed on endpoints.
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RDF Store: An interface to a flexible storage system based on RDF [221, which
can store a variety of information without the need for a fixed schema.
S«heduler: A client of the Resource Discovery subsystem.

It is appropriate to apply this pattern when the resource scheduling and allocation
to endpoints depends on information from a variety of data sources, including static
and dynamic information.

3.4.4.2 Sample Implementation

A sample implementation of the capability is the Automatic Resource Discovery
component [ 16] developed in the BEinGRID project.

The Automatic Resource Discovery component is concerned with storing and re-
trieving Grid system information, such as Grid topology, computing and storage re-
sources. It may also be used to store application-specific information. A key feature
of the component is that the data is stored in an ontology, which supports reasoning
over hierarchical data. In addition, system administrators can add deductive rules,
which are automatically invoked when information is retrieved. The Automatic Re-
source Discovery has been designed to work with the Globus Toolkit 4 (GT4) 1241
and ii basically integrates a semantic layer on top of the GT4 Monitoring and Dis-
covery System (MDS) 1131.

The component is based on the RDF standard. This describes data in terms of
classes, properties, and class members (instances, or objects), and informally, the
data in the repository can be divided into the schema, defining classes, properties,
and the relationships between classes, and instance data defining members of the
classes and values for the properties.
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Figure 3.8 presents a high level architecture of the component.
Resource Discovery can be done in several ways. The most popular one in a Grid

environment is the adoption of the GT4 MDS. The Amomatic Resource Discov-
ery component is built on GT4 MDS and it augments the MDS index service by
providing Query Service capable of executing SPARQL [23] queries.

The main advantages of using the component compared with services such as
GT4 MDS is that it provides a simpler and less ad-hoc user interface, an extended
information set, a common repository, and an interface for application-specific in-
formation. It reasons over an ontology rather than simple string matching of require-
ments against stored values.

3.5 A Sample Scenario and Integrated View of the Components
The following section presents a sample scenario involving the software compo-
nents developed by the VO area. The purpose of the scenario is to show how the
components can be adopted in the different phases of the VO lifecycle.5

The scenario defined is an application service provision scenario based Oh the
Service Federation approach described previously in Sect. 3.2. The end-user asks
for the provision of an application selecting it among a portfolio of applications that

51n accordance with the majority of the research projects that have investigated the VO paradigm.
we consider the following phases of a VO lifecycle:
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can be offered by an Application Service Provider (ASP). The ASP belongs to a VO
Breeding Environment6 (VBE a.k.a. Network of Enterprises), and as such it has a
network of business relationships with Application Providers, Resource Providers,
and Service Providers. The ASP identifies a business opportunity and decides to
create a VO for the provision of the application. To this purpose, the ASP uses
capabilities for VO Management.

Capabilities for VO Management can be offered in different ways. Figure 3.9
shows the two extreme cases graphically.

In the first case, on the left-hand side of the picture, there is the existence of a
separate trusted third party ("VO Manager") in charge of establishing govemance
and rules for the federation. The VO Manager supports all the VO lifecycle phases
providing services to set-up the VO, its identity management, and its infrastructure
management. It is worth noting that this case differs from the Hub & Spoke model
since there is noi a main contractor and all the members of the VO are considered
as peer (this is shown with the dashed lines in the picture).

In the second case, Oh the right-hand side of the picture, the VO Manager is
actually a management & governance layer that can be distributed among the par-
ticipant of the VO. Each independent members must deploy its own instance of the
components, which must be configured to recognise the other peers of the VO.

The two approaches presented above have advantages and disadvantages: for
example, the distributed management layer approach avoids the necessity for the
trusted third party "VO Manager" but requires that VO members deploy VO Man-
agement services. Of course, there can also be intermediate situations where some of
the functionalities (e.g. VO Registries) are offered by the VO Manager stakeholder
and some are distributed among other stakeholders.

Table 3.2 presents the scenario's stakeholders, their operational and business ob-
jectives, and the business model each stakeholder follows.

The following sections details how the components can be used in the VO life-
cycle phases.

VOIdentificationandformation: it deals with identification of a goal, identification of potential
partners, services, resources to achieve the goal, negotiation of agreements and policie-s', seeure
federation.
VO Creation: ii deals with the set-up of the VO infrastracture and creatioo of concrete instances
of resources and services promised by the participants to achieve the goal.
VO Operation & Evolution: it deals with the execution and moniloring of the tasks and business
processes to achieve the goal of the VO. as well as with the management of the evolution of the
collaboration (e.g. partner and service replacement, monitoring of the performance of the VO).
VO Dissolution: is carried when the objectives of the VO have been fulfilled. Dudng dissolution,
the VO structure is dissolved and final operations are performed to remove all coofigurations,
release resources of the partners, store the knowledge aequired for future collaboration.

6According to the ECOLEAD project, a VO Breeding Environment (VBE) represents an assoc:ia-
tion or pool of organizations and their related supporting institutions that bave both the petential
and the will to cooperate with each other through the establishment of a "'base" long-term cooper-
ation agreement and interoperable infrastructure. When a business opportunity is identified by one
member, a subset of these o~anizations can be seleeted to form a VO.
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FIg. 3.90vcrview of the scenario wRh the VO Manager as slakeholder (left-hand sid«) and as
fully dislributed management layer (right-hand side)

3 . 5 . 1  V O  I d e n t i fi c a t i o n  &  F o r m a t i o n

The main purpose of ibis phas¢ is to identify potential members of the VO. negotiate
agreements, and start the secure federation process (i.e. create a circle of trust among
them).

In this phase, lhe ASP needs to discover potential members of the VO on the basis
of the capabilities they can offer. Of course, the ASP is aware of the application it
needs to provide to the end-user and of the required capabilities. The ASP can query
an intemal catalogue conlaining all the partners of its VBE. Once the list of potential
partners has been retrieved, ASP selects the ones it would like to collaborate with
and sends an invitation to them.

The invited members, in case of acceptance, negotiate and'or sign agreements
(including SLA agreements) and a policy model is defined for the VO Oh the basis
of its objectives and of the specific members' policies. Lastly, identities of the VO
members are translated into VO-wide credentials. The members are tben published
into a r¢gistry.

Most of the requirements of this phase can be addr¢ssed by the VO Set Up com-
ponent, namely for partner identification and seleciion, secure federation start-up,
and the publication or update of members in a VO.
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Table 3.2 Scenario Slakeholdcrs and their business opportunities

Stakeholders Op¢rational Business Business model
objective objectivedvalues followed

Application Service
Provider (ASP)

VO Manager (in
case of stakeholder)

S¢rvice Provider
(sP)

To provide
application as a
s¢rvice on a
pay-per-use model
and Oh the basis of
QoS.

To provide
capabilities to
federate members
(business enterprises)
establishing the
governance structure,
rules and practices for
the federation.
To create and
configure the
underlying
infragructure for
application execution.

To provide VO
business capabilities
and resourees.

To gain revenue from ASP as Grid U~r: an
the provision of ASP has its existing
applications, system and wants to
Agility in providing add some peripheral
its business (e.g. functionality. To this
on-demand creation purpose. ASP acts as
of virtaal organisation a user of the
to achieve the underlying Grid.
business).
To save the costs of
hosting all the
services required for
an application and of
the management of
in fraslructure.
Reduclion of the total
cost of ownersbip by
outsoureing parts of
the value chain.
Tr'ansparent am of the
Grid.

To gain revenue from Grid Enabler: it offers
provision of services to enable the
federation and collaboration between
in frastructure the organisations.
management services.
Cheap and fast access
to Grid Computing
facilities (Enabler).

To sell services and Grid Service
resources, Provider: it provides
Additional market by service to many
selling "component clients ( following the
~rvices'" or "added classical model)
values services", however the services
which may not be are of a different
completely related to granularity and not
an existing business necessarily consumed
process, by the end client but

also by other services.
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3.5.2 VO Creat ion

The main purpose of this phase is the creation of business capabilities and con-
figuration of the VO Infrastructure. This implies selection of the VO resources as
well as the selection and cr¢ation of the VO service instances, and configuration of
infrastructure services.

This phase can be addressed with the adoption of the Application Virtualization
and Automatic Resource Discovery components.

The Application Virtualization is the component responsible for starting the
process of (I) the creation of business instances that a provider has promised to
offer and (2) the configuration of the VO infrastructural services. As described in
the previous sections, this is done via the execution of the Virtualization Process.

The Automatic Resource Discovery component can be used to select the most
suitable hosts inside the provider domain. In this scenario, the selection happens as
part of the Virtualization Process.

It is worth mentioning that the approach adopted by the Application Virtualiza-
tion component focuses on the separation of concems between application provision
and management of application execution. The virtualized application is exposed via
a Gateway provider and access is controlled by the security services. A clear benefit
of this approach is that the gateway abstracts the actual resources from the user, and
enables a highly configurable and dynamic protection layer.

3.5.3 VO Operat ion and Evolut ion

In this phase, the identified partners contribute to the actual execution of the VO
tasks by executing their business processes/applications. In our case, the VO has
been created in order to provide an application to the end-user. Important features in
this phase are the VO performance monitoring, policy enforcement (at the gateway),
and exception monitoring and alerting.

When a VO member fails completely or behaves inappropriately, the VO man-
ager may need to dynamically replace such a partner. This evolution may involve
discovering new business partners, re-negotiating terms, and providing configura-
tion information, as done in the identification and formation phase.

The operational phase is not addressed by the VO area components but can be
addressed by components of other BEinGRID technical areas, such as the Security
and SLA ones.

The evolution phase is partially addressed and only for the VO Member replace-
ment. This is done in the same way as VO ldentification & Formation phase via the
VO Set Up.
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3.5.4 VO Dissolut ion

N. Capuano et al.

The dissolution phase is carried out when the objectives of the VO have been ful-
filled. During dissolution, the VO structure is dissolved and final operations are per-
formed to remove all configurations and to release partner resources. On completion
of this step, the members of a VO retum to be members of a VBE.

This phase is partially executed by the VO Set Up and the Application Virtual-
ization components.

In the case of the Application Virtualization, the "Graceful Shutdown" process is
executed.

This pragmatically means the execution of a process that removes all the entries
relating to the service instance to be destroyed from the Service Instance Registry,
removes all the configuration information from the security services (or destroying
the security service instances created for the specific instance) and SLA services. If
all the clean-up steps are executed without exceptions, the actual service instance is
destroyed.

After this operation, the VO members should retum to being a VBE member.
This is executed by the VO Set Up component that removes VO context information
from the VO Member Registry.

3.6 Lessons Learnt

With respect to the analysis and support of the case studies, the VO Management
area has summarised its experience in terms of identification of good practices, pre-
sentation of the main lessons leamt, and production of some recommendations for
business cases relating to business-to-business collaboration.

During the analysis and support of the case studies, three different cases of col-
laboration and, in general, adoption of the VO paradigm have been observed. For
each one of these cases, a good practice has been identified that can be followed by
otber business cases having similar requirements. These are:

 The case of the Grid implementation in the textile sector [3]: this is a good prac-
tice concerning the adoption of VOs for static collaboration.

In this kind of collaboration VO members are well known and do not gener-
ally change during the lifecycle of the VO. Agreements, if present, are generally
defined a priori and there is trust a priori between participants.

The case of the digital district for textile seems to be a good practice for this
kind of collaboration. The approach adopted by this business experiment is to use
a Grid portai and portlet to integrate Grid technologies for resource sharing and
collaborative tools.
The case of the virtual hosting environment for online gaming [2], which iden-
tifies a good practice concerning the adoption of the VO for ad-hoc dynamic
collaboration.
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With ad-hoc dynamic collaboration, we refer to the case in which case the VO
members have to be dynamically identified on the basis of the business goal of
the VO. Of course, alter the identitìcation phase, polieies and the VO agreement
have to be negotiated and, generally, there is no trust a priori among the partners.
so trust & identity management is a key factor for the success of this kind of
collaboration.
The case of the Grid study in oil & gas simulations [4], that appears to be a good
practice eonceming the re-use of already existing VO infrastrutture (sueh as the
EGEODE one [8]) for sharing of computational and data resources.

In some business cases, it may be useful to re-use existing VO and solutions
already developed in the e-sciente community provided they fit well within the
scenario. This is the case, for example, of business applications such as the fi-
nanee, automotive, pharmaeeutieal, applieations etc. that foresee as mission crit-
icai the exeeution of simulation, analysis of data sets and, in general, present HPC
features.

In terms of lessons learnt, we have underslood that, despite a strong research
interest in the VO paradigm, the implementation of VO for ad-hoc dynamic col-
laboration (referred also as dynamic VO management) is stili immature in terms of
interest and adoption in e-business.

Moreover, we have observed that a current pattern (also followed by one of the
BEinGRID case study) is trying to re-use existing research infrastructures in e-
business mainly developed in e-scienee contexts. The objective is also to rely Oh
already existing VO and solutions for VO management for computational and data
resources sharing. Even il this seems to be the natural choice, re-using these ex-
isting infrastructures and solutions is suitable just for specifie business cases that
foresee as mission criticai the execution of simulation, analysis of large dataset and,
in general, present HPC-like features.

Other business cases for which, for example, ad-hoc dynamic collaboration is
required or that foresee provision of services as applications should avoid this ap-
proach since, at least in its current state, the above solutions do not offer capabilities
required for ad-hoc dynamic collaboration such as, for example, a rich trust man-
agement model, ability to separate among collaboration contexts and to react to
contextual changes, etc. These business cases should instead consider re-using or
building on top of results and findings of other projects such as TrustCoM, Akog-
rimo, NEXTGRID, BREIN.

Lastly, with respect to the capabilities for Virtual Organization management pro-
vided by Grid middleware, this area has observed that none of the most adopted
Grid middleware offers all the capabilities required for VO management. According
to our experience, this limitation has a negative impact on the adoption of VOs
mainly in business domains. In addition, despite the promised "'paradigm shift"
(from e-science to e-business) current implementations of the most adopted mid-
dleware allows/encourages the adoption of VO paradigm mainly for computational
resource sharing without paying adequate attention to the Business-to-Business col-
laboration aspects that underpin a commercially viable use of the VO paradigm in
any business context.
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In contrast, we observe the emergence of complementary technologies, such as
Web Services-based Federated Identity Management or Web 2.0 based on models
that piace human and knowledge at the centre of the process. We believe this area
to be useful to investigate emerging technologies to fulfil some lacks of the most
adopted grid middleware.

A final consideration focuses on Security for VO as well as Semantics, two chal-
lenging areas proposed by the VO Management area which has had a Iow interest
with respect to the expected one. The main reason, in our opinion, is that they have
been considered by the case studies at the same rime too difficult to address in the
project lifetime and not mission criticai. This is a big mistake mainly for secudty
aspects that, if not addressed in early stages of development, may tender difficult
the process of re-engineering a prototype and, in some cases, may also prevent a
potentially good solution to gain its market.

Oh the basis of these lessons leamt, we propose some recommeodations. We
essentially propose to follow one of the identified good practice, to take into con-
sideration Grid as well as complementary technologies to address issues relating to
VO management, to not underestimate the importance of secudty if you want to
use a collaborative model and, lastly, to re-use the components developed by the
BEinGRID project to gradually introduce dynamicity in eollaborative scenarios.

3.7 Business Benefits

There are several business benefits associated to the results of the VO Management
a r e a .

It is worth mentioning that in general the results of the VOM area promotes an
innovative model for VO that:

Foresees an enhanced identification and formation phase, via selection of capa-
bilities and members Oh the basis of SLAs, Identification of the risk associated to
a collaboration, adoption of trust to mitigate dsks;
Relies on distributed trust management model;
Fosters the adoption of Virtualization mechanisms of application and resources,
via concepts such as the Virtual Hosting Environment (VHE) and B2B Gateway.

In terms of business benefits, for instance, the VO Set-up component and the ca-
pabilities implemented allows for agility in responding to new needs/requirements
and improved rime-to-market (by set-up of a VO when a new opportunities arises);
improved trust in Business to Business interactions, and dealing with the geograph-
ical and organizational distribution of teams and computational resources.

In terms of innovation, with respect to other solutions for VO management, the
model of the VO Set-up is better suited to the way enterprises thrive nowadays where
new opportunities rise and fall quickly and where the environment is very prone to
change. The VO Set-up allows for more flexible, business-driven interactions. Trust
is established from the VO Set-up through to the security components in particular
the Security Token Service.
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The Application Virtualization, instead, addresses the separation of concerns be-
tween application provision and SOl operational management. The virtualized ap-
plication is exposed via a Gateway and the eonfiguration of infrastructure services
(potentially provided by third parties) for managing non-functional aspects of the
application is done in a transparent way for the application consumer. So, the added
value is mainly in the automatic configuration of third party management services
such as SLA and seeurity. The adoption of the Gateway avoids direct access to the
resources of a SP and access is controlled by the security services.

In terms of business impact, the Application Virtualization allows ASPs to ex-
pose tbeir applications in a simple and manageable way without being involved in
the management of the enabling infrastructure. This increases flexibility and allows
a separation of concerns between application provision and management, and en-
ables the transition towards a SaaS model.

In terms of exploitation opportunities, the VO Set Up component can be used
in combination with components of the security area of the BEinGRID project to
manage the life-cycle of circles of trust between providers targeting the Federated
Identity Management market.

For the Application Virtualization, the selected strategy for this component is
to be used in combination with components of the security and SLA areas of the
BEinGRID project to coordinate different service execution environments to allow
secure and manageable application exposure.

The idea behind this strategy is to exploit this component as a brokerage solution
for different cloud providers.

3.8 Conclusion

We draw out conclusions from two perspectives.
The first perspective is the one of the VO Management area that, in our opinion,

have achieved results that can be considered satisfactory. The components designed
and developed cover a wide set of functionalities required to support the VO life-
cycle mainly in terms of governance. We believe useful also the results in terms of
patterns, capabilities and requirements that may help in improving already existing
architectural solutions.

The VO Set-up is, in out opinion, a quite interesting and distinctive development
with respect to other solutions for VO management, the Automatic Resource Dis-
covery is a good improvement of the MDS of GT4 and represent a interesting work
in integrating a semantic layer on top of the most adopted Grid middleware, and
eventually the Application Virtualization develops a simple but effective approach
to configure infrastructural services (potentially also provided by third party) for
business application execution in an automatic and transparent way.

The components have been designed and developed to be modular and re-usable
in several contexts. Our objective is to allow the deployment of the components into
business scenarios with less effort as possible.
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The second perspective for our conclusions is the one of adoption of Grid tech-
nologies for VO management in business contexts. For this perspective, the conclu-
sion is that the traffic light is currently yellow.

Most of the visible work done so far with Grid technologies is the creation of
wide research infrastructures (e-lnfrastructure in EU, cyberinfrastructure in US) and
so the re-use of this work also in business scenarios, as already evidenced previously
in this chapter, appears to be a reasonable choice. But today this comes with a cost:
mainly resouree sharing aspects of the VO paradigm can be adopted by business
scenarios re-using such work.

If computational resource sharing is not key and there are requirements for
ad-hoc dynamic collaboration, such as agreement negotiation, trust establishment
among partners, most adopted Grid middleware and solutions are stili immature
with the exception, of course, of some results coming from specific projects. The
BEinGRID project is a source of requirements, capabilities, patterns and compo-
nents, business practices, etc. that may potentially turn to green the traflìc light by
allowing improvement of current Grid solutions and sped-up their evolution from
e-science to e-business.
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